According to the Associated Press, the Centers for Medicare and Medicaid's (CMS) website, HealthCare.gov, has been sending consumers' personal data to private companies that specialize in advertising and analyzing Internet data for performance and marketing (1). What information is being disclosed was not immediately clear, but it could include age, income, ZIP code, and smoking status. It could also include a computer's Internet address, which can identify a person's name or address when combined with other information collected by sophisticated online marketing or advertising firms. "We deploy tools on the window shopping application that collect basic information to optimize and assess system performance," said CMS's Aaron Albright in a statement. "We believe that the use of these tools are common and represent best practices for a typical e-commerce site." There is no evidence that personal information has been misused. But connections to dozens of third-party tech firms were documented by technology experts who analyzed HealthCare.gov and then confirmed by AP. A handful of the companies were also collecting highly specific information.
